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INTRODUCTION 

A credit card swipe. A paid subscription to an online service. A 
paycheck being directly deposited into a bank account. What do all of these 
things have in common? All increase the likelihood that an unauthorized 
third party will access your personal, confidential information. That third 
party may do nothing with your information. Or he could use it to open a 
credit account using your name, address, birthdate, and social security 
number. Either way, all you know is that an unknown person has the ability 
to use your confidential information that you entrusted to a merchant. 

In this situation, you are (rightfully) concerned. Perhaps you cancel 
your credit card and pay to receive a new one. Perhaps you purchase 
identity theft insurance. What if your information is not used or, if it is 
used, you are reimbursed for the charges made? Can you sue the merchant 
from whom the third party stole the information for any costs incurred? 

This Note examines the problems associated with these data breach 
lawsuits, focusing on the barriers standing between the plaintiff and his 
recovery when he brings state law claims in federal court through diversity 
jurisdiction. Part I discusses the background of these lawsuits—what 
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commonly occurs in the underlying episode leading up to the litigation. 
Part II explores a common issue of Article III standing that data breach 
plaintiffs often face. Part III provides insight into issues posed by the state 
law claims themselves and current state law inability to accommodate these 
data breach actions. Part IV provides a brief overview of class certification 
issues that arise even if the plaintiff has standing and a viable state law 
claim. Finally, Part V provides insight into how these issues are being, and 
can continue to be, addressed. 

I. THE UNDERLYING OCCURRENCE 

Data breach actions often involve a common underlying sequence of 
events. Typically, a plaintiff customer uses his credit or debit card at a 
store, or he gives an online merchant his bank account information or 
personal information. The merchant may or may not keep that information 
depending on the service paid for.1 At some point, during the transaction or 
after the plaintiff has given the merchant his information,2 an unauthorized 
third party accesses that information, either by physically stealing a laptop 
holding the information3 or by hacking into the merchant’s server.4 

Once the merchant discovers the data breach, it is often obligated under 
state law to notify its potentially affected customers that their information 
may have fallen into the wrong hands.5 The merchant may or may not offer 
free credit monitoring for a period of time in order to ease customers’ 
concerns and fears.6 The customers (or the customers’ banks) may decide 
to cancel their cards and receive new ones, or they may decide to purchase 
their own credit-monitoring services and identity theft insurance. 
Ultimately, the stolen information may or may not be used to make 
unauthorized purchases or open new bank accounts. If the third party takes 
unauthorized action, the customer will often spend time and effort having 
those charges reversed or reimbursed. 

 

1. If the purchase is at a physical location, then the merchant will not store the information. 
However, if the information is given to the merchant for something like a payroll processing service or 
an online magazine subscription that bills monthly, then the merchant will store that information. 

2. E.g., Pisciotta v. Old Nat’l Bancorp, 499 F.3d 629, 631–32 (7th Cir. 2007). 
3. E.g., Resnick v. AvMed, Inc., 693 F.3d 1317, 1321 (11th Cir. 2012). 
4. E.g., In re Hannaford Bros. Co. Customer Data Sec. Breach Litig., 613 F. Supp. 2d 108, 116 

(D. Me. 2009), rev’d in part, Anderson v. Hannaford Bros. Co., 659 F.3d 151, 154 (1st Cir. 2011). 
5. See IAN C. BALLON, E-COMMERCE & INTERNET LAW § 27.07 (2d ed. 2009). 
6. Compare Forbes v. Wells Fargo Bank, N.A., 420 F. Supp. 2d 1018, 1019 (D. Minn. 2006) 

(rejecting the plaintiffs’ claim that their money spent on credit-monitoring services established 
damages), with Hammond v. Bank of N.Y. Mellon Corp., No. 08 Civ. 6060(RMB)(RLE), 2010 WL 
2643307, at *4 (S.D.N.Y. June 25, 2010) (noting that the defendant offered the plaintiffs credit-
monitoring services at no cost). 
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The next likely step is that some customers will decide to bring a class 
action lawsuit against the merchant, believing that the merchant failed to 
secure their confidential information. The claims brought are often state 
law claims for negligence and breach of implied contract. A plaintiff may 
attempt to bring a federal claim under the Stored Communications Act;7 
however, the defendant merchant may not be subject to the Act,8 and the 
Act may not apply because it requires that the defendant knowingly 
disclosed the information.9 At this point, the lawsuit has commenced, and 
the three following issues will likely arise. 

II. JURISDICTION: A STANDING CONCERN 

The first issue that often arises in data breach actions in federal court is 
the issue of standing. Federal courts are limited to hearing actions that 
constitute a “case or controversy” within the meaning of Article III.10 In 
order for his action to meet this case or controversy requirement, a plaintiff 
must have standing to sue.11 There are three constitutionally mandated 
elements of standing: (1) a plaintiff must have an actual or imminent injury 
in fact; (2) the alleged injury must be traceable to the defendant’s actions; 
and (3) a favorable decision will redress the injury.12 

A data breach plaintiff in federal court is likely to have the most 
difficulty meeting the injury in fact requirement. For a plaintiff to meet this 
injury in fact requirement, he must show that he has suffered “an invasion 
of a legally protected interest which is (a) concrete and particularized, and 
(b) ‘actual or imminent, not “conjectural” or “hypothetical.”’”13 In other 
words, a plaintiff has to show that he has incurred an injury from which the 
law protects him. In data breach litigation, this requirement is problematic 
when the plaintiff’s stolen information was not used to make purchases. 

 

7. 18 U.S.C. §§ 2701–11 (2012). 
8. E.g., In re Michaels Stores Pin Pad Litig., 830 F. Supp. 2d 518, 523–24 (holding that the 

defendant merchant did not fall within the covered entities under the Act). 
9. See Worix v. MedAssets, Inc., 857 F. Supp. 2d 699, 703 (N.D. Ill. 2012) (holding that the Act 

“requires proof that the defendant ‘knowingly divulge[d]’ covered information, not merely that the 
defendant knowingly failed to protect the data” (alteration in original) (quoting 18 U.S.C. § 2702(a)(1)–
(2) (2012))). 

10. U.S. CONST. art III, § 2. This requirement ensures that the case presents concrete facts with 
adverse parties such that the decision is more than an advisory opinion. Lujan v. Defenders of Wildlife, 
504 U.S. 555, 598 n.4 (1992) (Blackmun, J., dissenting) (“The purpose of the standing doctrine is to 
ensure that courts do not render advisory opinions rather than resolve genuine controversies between 
adverse parties.”). 

11. Lujan, 504 U.S. at 560 (“[T]he core component of standing is an essential and unchanging 
part of the case-or-controversy requirement.”). 

12. Id. at 560–61. 
13. Id. at 560 (citations omitted). 
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Data breach cases often involve three different categories of alleged 
injuries. In the first class of cases, the plaintiff’s personal or financial 
information has been stolen by a third party, and that third party has used 
that information to make purchases using the plaintiff’s money. In these 
cases, the third party has directly taken money from the plaintiff’s bank 
account. These cases—referred to in this Note as “Class I Cases”—involve 
an injury sufficient to meet the injury in fact requirement. 

For example, in Lambert v. Hartman, the Sixth Circuit found that the 
plaintiff met the injury in fact requirement when she incurred actual 
charges on her account from purchases made by a third party using her 
information.14 In Lambert, a police officer ticketed the plaintiff for a traffic 
violation.15 A copy of that ticket was given to the County Clerk’s office, 
where the ticket was filed and posted on a website accessible to the 
public.16 Because the ticket displayed the plaintiff’s sensitive personal 
information, a third party accessed that information and made purchases 
using the plaintiff’s bank account.17 The Lambert court held that the 
plaintiff’s allegation that a third party used the ticket information to make 
unauthorized purchases—calling those purchases “actual financial 
injuries”—was sufficient to meet the injury in fact requirement.18 

Similarly, in Resnick v. AvMed, Inc., the Eleventh Circuit held that the 
plaintiffs’ allegations that a third party had used their information to open 
bank accounts constituted an injury in fact within the meaning of Article 
III.19 In Resnick, the plaintiffs brought an action when two laptop 
computers holding the plaintiffs’ personal information were stolen from the 
defendant’s building.20 The third party with the laptops used that 
confidential information to open bank accounts in the plaintiffs’ names and 
to make unauthorized purchases.21 The Resnick court held that the plaintiffs 
met the injury in fact requirement, stating that they “allege[d] that they 

 

14. Lambert v. Hartman, 517 F.3d 433, 437 (6th Cir. 2008). 
15. Id. at 435. 
16. Id. at 435–36. 
17. Id. at 436. 
18. Id. at 437. 

[The plaintiff] has alleged that her identity was stolen and that her financial security and 
credit rating suffered as a result. She also claims that because of the nature of identity theft, 
she has been exposed to the risk that people have accessed her personal information on the 
internet and will be able to use that information to commit future acts of identity theft 
against her. Although this latter injury is somewhat ‘hypothetical’ and ‘conjectural,’ her 
actual financial injuries are sufficient to meet the injury-in-fact requirement. 

Id. 
19. Resnick v. AvMed, Inc., 693 F.3d 1317, 1323 (11th Cir. 2012). 
20. Id. at 1322. 
21. Id. 
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[became] victims of identity theft and . . . suffered monetary damages as a 
result. This constitutes an injury in fact under the law.”22 

Thus, in these Class I Cases where the plaintiffs have been directly 
harmed—the third party accessing their information makes unauthorized 
purchases or charges—the injury in fact requirement is generally met. 
These data breach actions do not tend to implicate a difficult standing 
inquiry; the plaintiff can point to direct economic harm to show an injury in 
fact. 

The second class of cases—Class II Cases—are those in which the 
plaintiffs’ information has been accessed but that information has not been 
used to open bank accounts, make unauthorized purchases, or otherwise 
harm the plaintiffs. However, these plaintiffs typically claim that they have 
been harmed in other ways: incurring costs for credit-monitoring services, 
paying the costs of cancelling and receiving new bank cards, suffering loss 
of reward points from cancelled cards, and enduring general anxiety that 
their information will be used in the future to make unauthorized 
purchases.23 

The issue in these Class II Cases is whether the indirect costs and 
expenses are sufficient to meet the injury in fact requirement. There is a 
circuit split on this question. Both the Ninth24 and the Seventh25 Circuits 
have held that these alleged injuries constitute an injury in fact. The 
Seventh Circuit became the first circuit to address this issue in Pisciotta v. 
Old National Bancorp.26 The Pisciotta plaintiffs brought suit against a 
marketing website operator when a third party breached its security and 
accessed the plaintiffs’ personal information.27 The plaintiffs alleged that 
they incurred expenses for credit-monitoring services as a result of the 
breach, but no plaintiff alleged that the third party had actually used his 
information.28 

The Seventh Circuit held that the Pisciotta plaintiffs’ allegations 
passed the standing inquiry, stating that “the injury-in-fact requirement can 
be satisfied by a threat of future harm or by an act which harms the plaintiff 
only by increasing the risk of future harm that the plaintiff would have 

 

22. Id. at 1323. 
23. See  BALLON, supra note 5, at § 27.07. 
24. Krottner v. Starbucks Corp., 628 F.3d 1139 (9th Cir. 2010); see also In re Sony Gaming 

Networks & Customer Data Sec. Breach Litig., 903 F. Supp. 2d 942 (S.D. Cal. 2012) (holding that the 
data breach plaintiffs lacked standing); In re LinkedIn User Privacy Litig., 923 F. Supp. 2d 1089 (N.D. 
Cal. 2013) (holding that the data breach plaintiffs lacked standing). 

25. Pisciotta v. Old Nat’l Bancorp, 499 F.3d 629 (7th Cir. 2007). 
26. Id. 
27. Id. at 631. 
28. Id. at 632–33. 
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otherwise faced, absent the defendant’s actions.”29 In a footnote, the court 
supported this conclusion by analogizing the increase in risk of future harm 
resulting from the breach to other circumstances: the increased risk of 
future harm in toxic substance exposure cases and defective medical 
implant cases where standing was found due to an increased risk that harm 
would occur in the future.30 

Similarly, in Krottner v. Starbucks Corp., the Ninth Circuit held that 
anxiety and stress resulting from a data breach, as well as the increased risk 
of future harm from identity theft, met the injury in fact requirement.31 In 
Krottner, a third party stole a laptop from the defendant corporation; the 
laptop contained the plaintiffs’ social security numbers, names, and 
addresses.32 Although there was no indication that the plaintiffs’ 
information had been misused, two plaintiffs alleged that they had been 
injured because of future credit-monitoring expenses, and one plaintiff 
alleged that he experienced “generalized anxiety and stress” because of the 
laptop theft.33 

The court held that the one plaintiff’s allegation of anxiety and stress 
was a present injury that met the injury in fact requirement.34 The court 
then analyzed the remaining allegations of increased risk of future harm, 
holding that this increased risk was also sufficient to meet the injury 
requirement.35 The court cited Pisciotta v. Old National Bancorp36 to 
support its holding, stating that “[i]f a plaintiff faces ‘a credible threat of 
harm,’37 and that harm is ‘both real and immediate, not conjectural or 
hypothetical,’38 the plaintiff has met the injury-in-fact requirement for 

 

29. Id. at 634. 
30. Id. at 634 n.3 (stating that “exposure to toxic substances creates a cognizable injury for 

standing purposes, ‘even though exposure alone may not provide sufficient ground for a claim under 
state tort law’” (quoting and citing Denney v. Deutsche Bank AG, 443 F.3d 253, 264–65 (2d Cir. 
2006)) and “standing was present where a defective medical implement presented an increased risk of 
future health problems” (citing Sutton v. St. Jude Med. S.C., Inc., 419 F.3d 568, 574–75 (6th Cir. 
2005))). 

31. Krottner v. Starbucks Corp., 628 F.3d 1139, 1141–43 (9th Cir. 2010). 
32. Id. at 1140. 
33. Id. at 1141. 
34. Id. at 1142 (The court supported its holding by citing Doe v. Chao, 540 U.S. 614 (2004), 

where the Supreme Court analyzed the statutory term “person aggrieved” as conferring standing to the 
plaintiff as opposed to providing damages; however, the data breach injury is different insofar as this 
standing inquiry does not look to any federal statutory language.). 

35. Id. at 1142–43. This court agreed with the Seventh Circuit’s Pisciotta analogy of an increased 
risk in identity theft to the increased risk in toxic substance exposure and defective medical implant 
cases. Id. at 1142. 

36. Pisciotta v. Old Nat’l Bancorp, 499 F.3d 629 (7th Cir. 2007). 
37. Krottner, 628 F.3d at 1143 (quoting Cent. Delta Water Agency v. United States, 306 F.3d 

938, 950 (9th Cir. 2002)). 
38. Id. (quoting City of Los Angeles v. Lyons, 461 U.S. 95, 102 (1983)). 
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standing under Article III.”39 The court continued: “[The plaintiffs] have 
alleged a credible threat of real and immediate harm stemming from the 
theft of a laptop containing their unencrypted personal data,” and thus the 
plaintiffs had standing.40 

However, the Third Circuit rejected the argument that these expenses 
constituted an injury in fact.41 In Reilly v. Ceridian Corp., the plaintiffs 
brought suit against the defendant payroll-processing firm after an 
unknown third party breached the defendant firm’s security and accessed 
their information.42 The plaintiffs alleged that they “(1) [had] an increased 
risk of identity theft, (2) incurred costs to monitor their credit activity, and 
(3) suffered from emotional distress.”43 

The court stated that “[a]llegations of ‘possible future injury’ are not 
sufficient to satisfy Article III.”44 To support this statement, the court cited 
Whitmore v. Arkansas,45 in which the Supreme Court stated that “[a] 
threatened injury must be ‘certainly impending’ to constitute injury in 
fact,”46 and imminent enough that the injury is more than “‘conjectural’ or 
‘hypothetical.’”47 The Third Circuit concluded that if the injury alleged 
“stem[med] from an indefinite risk of future harms inflicted by unknown 
third parties,” then the plaintiff did not have an injury in fact.48 
Furthermore, the court noted that the speculative-ness of the plaintiffs’ 
alleged injury was evidenced by its inability to explain how the plaintiffs 
could be harmed “without beginning [its] explanation with the word ‘if’: if 
the hacker read, copied, and understood the hacked information, and if the 

 

39. Id. The court then continued to state in dictum that if the laptop had not been stolen and the 
plaintiffs had brought suit because it might be stolen, then their injury argument would not have been as 
strong. Id. This lends support to the theory that the Class III cases, discussed later, have little to no 
likelihood of satisfying the standing inquiry. 

40. Id. 
41. See Reilly v. Ceridian Corp., 664 F.3d 38, 46 (3d Cir. 2011). 
42. Id. at 40. 
43. Id. 
44. Id. at 42. 
45. Whitmore v. Arkansas, 495 U.S. 149 (1990). Although Whitmore v. Arkansas involved a 

death penalty appeal, the standing requirements remain the same for data breach allegations. 
46. Id. at 158. 
47. Id. at 155. 
48. Reilly, 664 F.3d at 42. 

[Plaintiffs’] contentions rely on speculation that the hacker: (1) read, copied, and understood 
their personal information; (2) intends to commit future criminal acts by misusing the 
information; and (3) is able to use such information to the detriment of [Plaintiffs] by 
making unauthorized transactions in [Plaintiffs’] names. Unless and until these conjectures 
come true, [Plaintiffs] have not suffered any injury; there has been no misuse of the 
information, and thus, no harm. 

Id. 
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hacker attempts to use the information, and if he does so successfully, only 
then will [the plaintiffs] have suffered an injury.”49 

The Third Circuit then attempted to distinguish Pisciotta50 and 
Krottner51 as addressing harms that were “significantly more ‘imminent’ 
and ‘certainly impending’” because those cases involved evidence that the 
third parties were sophisticated hackers.52 The court criticized the Pisciotta 
court’s attempt to analogize future injuries from a data breach to those in 
defective medical device and toxic exposure cases, stating that in the latter 
cases “an injury has undoubtedly occurred” and “hinges on human health 
concerns.”53 Based on these conclusions, the court held that the plaintiffs 
failed to meet the injury in fact requirement.54 

The most recent development affecting these Class II Cases is Clapper 
v. Amnesty International USA,55 a case involving allegations that a section 
of the Foreign Intelligence Surveillance Act (FISA)56 was unconstitutional. 
The Clapper plaintiffs claimed an injury because the risk of surveillance 
had required them to change the way they did business in order to ensure 
confidentiality.57 The plaintiffs—a group including human rights and media 
organizations—claimed that their clients and sources were “likely targets” 
of FISA surveillance and, as a result of the challenged statute, “their ability 
to locate witnesses, cultivate sources, obtain information, and communicate 
confidential information” had been compromised.58 Furthermore, the 
plaintiffs alleged that they had stopped participating in some 
communications and would have to travel internationally to have those 
communications in person.59 Finally, the plaintiffs claimed that they had 
“undertaken ‘costly and burdensome measures’ to protect the 
confidentiality of sensitive communications.”60 

The plaintiffs argued that they had been injured in fact because there 
was an increased likelihood that the government would use FISA to 
intercept their communications with clients and witnesses in the future.61 
They also claimed that the measures they had taken to avoid having their 

 

49. Id. at 43. 
50. Pisciotta v. Old Nat’l Bancorp, 499 F.3d 629 (7th Cir. 2007). 
51. Krottner v. Starbucks Corp., 628 F.3d 1139 (9th Cir. 2010). 
52. Reilly, 664 F.3d at 44. 
53. Id. at 45 (criticizing Pisciotta, 499 F.3d 629). 
54. Id. at 46. 
55. Clapper v. Amnesty Int’l USA, 133 S. Ct. 1138 (2013). 
56. Foreign Intelligence Surveillance Act, 50 U.S.C. § 1881(a) (2012). 
57. See Clapper, 133 S. Ct. at 1143. 
58. Id. at 1145. 
59. See id. at 1145–46. 
60. Id. at 1146. 
61. Id. 
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communications intercepted constituted a present injury sufficient to confer 
standing.62 

Regarding the plaintiffs’ first argument—that there was “an objectively 
reasonable likelihood that their communications with their foreign contacts 
[would] be intercepted under [FISA] at some point in the future”63—the 
Court found no injury in fact, in part because the Court was “reluctant to 
endorse standing theories that require guesswork as to how independent 
decisionmakers will exercise their judgment.”64 The Court also cited 
Whitmore v. Arkansas,65 indicating that the requirement that the injury be 
“certainly impending” remains an important consideration in the standing 
inquiry.66 

Regarding the plaintiffs’ second argument—that they had a present 
injury based on efforts taken to avoid having communications 
intercepted—the Court also held that this did not establish an injury in 
fact.67 The Court stated that the plaintiffs could not “manufacture standing 
merely by inflicting harm on themselves based on their fears of 
hypothetical future harm that is not certainly impending,” and that “the 
costs that they have incurred to avoid surveillance are simply the product of 
their fear of surveillance.”68 The Court ended its analysis by stating that the 
plaintiffs had offered no concrete evidence that their fears of surveillance 
were merited, but “instead rest[ed] on mere conjecture about possible 
governmental actions.”69 

Although Clapper involved national security and foreign surveillance, 
the standing analysis provides some insight regarding data breach litigation 
and the injury in fact requirement. Like the plaintiffs in Clapper, data 
breach plaintiffs often allege a fear of future harm that requires guesswork 
as to how a third party will act. Thus, an increased fear of future identity 
theft may not be sufficient to show an injury in fact. Further, a plaintiff 
likely does not meet the injury in fact requirement by taking measures to 
protect himself from identity theft, similar to the Clapper plaintiffs’ failure 
to show injury in fact by “inflicting harm on themselves based on their 
fears of hypothetical future harm that is not certainly impending.”70 
 

62. Id. 
63. Id. at 1147. 
64. Id. at 1150. 
65. Whitmore v. Arkansas, 495 U.S. 149 (1990). 
66. Clapper, 133 S. Ct. at 1147. 
67. Id. at 1150. 
68. Id. at 1152. 
69. Id. at 1154. 
70. Id. at 1151; see also In re Barnes & Noble Pin Pad Litig., No. 12-cv-8617, 2013 WL 

4759588, at *5 (N.D. Ill. Sept. 3, 2013) (applying Clapper to a data breach action and holding that the 
plaintiffs lacked standing where its circuit’s opinion in Pisciotta v. Old Nat’l Bancorp, 499 F.3d 629 
(7th Cir. 2007) would have otherwise bound them to hold that the plaintiffs had standing). 
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However, a plaintiff who can establish that a hacker was sophisticated 
can likely provide stronger evidence that a fear of future theft is warranted 
and that this fear of injury is more imminent than the plaintiffs’ fears in 
Clapper. This stronger basis for fear may be more likely to pass the injury 
in fact inquiry. Also, Clapper involved issues of government action and 
national security, and the Court noted that its “standing inquiry [is] 
especially rigorous when” the dispute involves intelligence-gathering and 
foreign affairs.71 These differentiating factors may or may not distinguish 
Clapper from data breach litigation, but, at a minimum, Clapper provides 
some contours to the injury in fact requirement. However, for Class II 
Cases at this point in time, the likelihood of success in establishing an 
injury in fact depends on where the plaintiff files his case and if that court 
finds Clapper similar enough to impact its standing analysis. 

The third (and final) class of data breach cases—Class III Cases—
involves an instance where the plaintiff brings a suit based on a belief that 
his information is not being protected and a third party could potentially 
access it in the future. These cases are the least likely to meet the injury in 
fact requirement. 

For example, in Katz v. Pershing, L.L.C.,72 the First Circuit held that 
the plaintiff’s allegation that her insecurely stored data could potentially be 
accessed by hackers did not confer standing because the plaintiff failed to 
allege that an unauthorized third party had actually accessed her 
information.73 In holding that the plaintiff did not have standing, the court 
noted that “the plaintiff purchased identity theft insurance and credit-
monitoring services to guard against a possibility, remote at best, that her 
nonpublic personal information might someday be pilfered.”74 This holding 
makes sense—a plaintiff whose information has not been accessed has no 
injury; any injury alleged would be too hypothetical or conjectural to meet 
the injury in fact requirement. 

Thus, at a minimum, for a plaintiff’s data breach claim to potentially 
succeed, an unauthorized third party must have at least gained access to his 
information. Even if the plaintiff can establish that a data breach occurred, 
if he cannot also show direct monetary harm (and thus he does not fall into 
those Class I cases), then he still may not have an injury in fact sufficient to 
confer standing and his claim may be dismissed for lack of subject matter 
jurisdiction. The potential for success in a court finding standing will 
depend both on where the suit is filed and on that court’s interpretation of 
Clapper’s impact. 

 

71. Id. at 1147. 
72. Katz v. Pershing, L.L.C., 672 F.3d 64 (1st Cir. 2012). 
73. Id. at 79–80. 
74. Id. 
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III. PROBLEMS AFTER STANDING: THE MERITS OF STATE LAW CLAIMS75 

A. The Usual Suspects: Typical State Claims Alleged 

If a data breach plaintiff passes the standing analysis—he has alleged 
an adequate injury in fact—he faces yet another hurdle: he must plead a 
claim that gives him a cause of action; he must have been damaged in a 
manner for which the law provides relief. 

Typically, data breach plaintiffs bring claims grounded in state tort and 
contract law. The tort claim usually focuses on the defendant’s negligence 
for failing to adequately protect the plaintiffs’ information. State tort claims 
require that the plaintiff be damaged in some cognizable way. This is often 
difficult for data breach plaintiffs to show if their money has not been taken 
or, if it has, the plaintiff has been reimbursed for those charges. The 
plaintiffs’ contract claims are usually for breach of implied contract or 
breach of implied warranty. As with the state tort claims mentioned above, 
these two contract claims also require that the plaintiff be damaged in a 
cognizable way that often proves unworkable in the data breach context. 

Oftentimes, the plaintiff will also allege that the defendant violated 
state consumer protection laws, breached some fiduciary duty owed to the 
plaintiff, or infringed on some state constitutional or statutory guarantee of 
the right to privacy.76 

The saga of the Hannaford Brothers Data Security Breach Litigation 
provides a comprehensive overview of the potential barriers a data breach 
plaintiff may face, even if he has standing to bring his claim. 

B. Hannaford: The Facts 

The Hannaford Litigation involved a defendant supermarket chain that 
used “electronic payment processing services” in order to accept 
customers’ credit cards for payment.77 Beginning on December 7, 2007, a 
third party accessed Hannaford’s system and was able to obtain credit and 

 

75. One may think that there is no standing issue in these cases, believing that the real issue is 
failure to state a claim because of lack of actionable damages: if a plaintiff has actionable damages 
under state law, they have an injury in fact sufficient to meet Article III’s requirements. However, I 
believe that the federal court must first determine standing. Although its standing analysis may be 
intertwined with whether the plaintiff is a real party in interest, the court cannot move to the merits of 
the suit until it first determines that it has jurisdiction to hear it. Both the standing inquiry and the 
actionable damages inquiry are important (and they may be similar) but they must be kept analytically 
separate, with a court determining standing first, and only after standing is found, considering whether 
the plaintiff has a claim for actionable damages. 

76. E.g., Ruiz v. Gap, Inc., 380 F. App’x 689, 692 (9th Cir. 2010). 
77. In re Hannaford Bros. Co. Customer Data Sec. Breach Litig., 613 F. Supp. 2d 108, 115 (D. 

Me. 2009), rev’d in part, Anderson v. Hannaford Bros. Co., 659 F.3d 151, 154 (1st Cir. 2011). 
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debit card information until March 10, 2008.78 After Hannaford fixed the 
security leak, it provided what the plaintiffs alleged to have been “an 
inadequate disclosure” of the breach seven days later,79 in which it also 
disclosed that it was already aware of “approximately 1,800 cases of fraud 
resulting from the theft of those numbers.”80 

In response to the breach, some banks cancelled their customers’ credit 
cards and issued new ones; other banks refused to immediately cancel their 
customers’ cards and required that their customers pay fees to do so.81 
Many customers with cancelled cards also lost reward points earned from 
use of the cancelled cards. Also, many customers purchased credit-
monitoring services and identity theft insurance for further protection.82 
Some customers experienced unauthorized charges made to their accounts 
(all eventually reversed) and incurred overdraft fees from their banks.83 
Some customers claimed to have experienced emotional distress as a result 
of the breach, and many spent time and effort protecting themselves and 
communicating with the banks about the breach.84 

Hannaford’s customers sued for damages and injunctive relief, each 
plaintiff alleging to have been damaged in at least one of the ways listed 
above.85 

C. District Court Decision 

The customer plaintiffs filed the data breach action against Hannaford 
in federal district court under the Class Action Fairness Act.86 The 
customers asserted seven claims: (1) breach of implied contract; (2) breach 
of implied warranty; (3) breach of duty of a confidential relationship; (4) 
failure to advise customers of the theft of their data; (5) strict liability; (6) 
negligence; and (7) violation of the Maine Unfair Trade Practices Act.87 
Hannaford then filed a motion to dismiss all seven claims for failure to 
 

78. Id. at 116 (information accessed included “up to an estimated 4.2 million debit card and credit 
card numbers, expiration dates, security codes, [and] PIN numbers”). 

79. Id. at 116. 
80. Anderson v. Hannaford Bros. Co., 659 F.3d 151, 154 (1st Cir. 2011). 
81. Id. 
82. Id. 
83. Id. at 155. 
84. Id. 
85. In re Hannaford Bros. Co. Customer Data Sec. Breach Litig., 613 F. Supp. 2d 108, 116 (D. 

Me. 2009), rev’d in part, Anderson, 659 F.3d 151. The requested injunctive relief called for Hannaford 
to provide free credit-monitoring services and to provide each individual with details as to what 
information was taken. Id. 

86. In re Hannaford Bros., 613 F. Supp. 2d at 116; Class Action Fairness Act of 2005, 28 U.S.C. 
§ 1332(d) (2012). 

87. In re Hannaford Bros., 613 F. Supp. 2d at 117; ME. REV. STAT. ANN. tit. 5, §§ 205-A–214 
(2002). 
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state a claim upon which relief can be granted.88 During oral arguments, 
both parties stipulated that Maine law controlled the motion, removing any 
choice of law issue.89 

The district court analyzed each claim separately.90 The court held that 
a jury could find an implied term in a contract for groceries that the 
defendant would “take reasonable measures to protect the information” 
provided by its customers and thus this claim initially overcame 
dismissal.91 Regarding the breach of implied warranty claim, the court 
found that the plaintiff’s allegation was for breach of the implied warranty 
of fitness for a particular purpose.92 Because the implied warranty of fitness 
for a particular purpose only applies to the goods sold (here, groceries) and 
not the payment mechanism used, this claim failed.93 

When it analyzed the claim for breach of duty of a confidential 
relationship, the court first noted that Maine law imposes a fiduciary duty 
that is breached when a party places “trust and confidence” in the 
defendant, when there is unequal bargaining power, and when the 
“dominant party [abuses] its position of trust.”94 The court held that the 
grocer–customer relationship did not meet the “trust and confidence” and 
“unequal bargaining power” elements of the claim, and thus, this claim also 
failed.95 

Continuing its claim-by-claim analysis, the court next addressed the 
allegation that the defendant breached the duty to advise customers of the 
data theft holding that no such duty existed.96 Furthermore, the court went 
on to hold that if the plaintiffs intended to allege “negligent 
misrepresentation by omission,” then the confidential relationship required 
by Maine law was lacking and therefore the claim failed.97 

Regarding the strict liability claim, the plaintiffs provided a public 
policy argument: the increasing reliance on use of debit and credit cards 

 

88. Hannaford Bros., 613 F. Supp. 2d at 115; FED. R. CIV. P. 12(b)(6) 
89. In re Hannaford Bros., 613 F. Supp. 2d at 117. The District Court later determined that this 

stipulation applied to the entire litigation. In re Hannaford Bros. Co. Customer Data Sec. Breach Litig., 
No. 2:08—MD—1954, 2009 WL 3824393 (D. Me. Nov. 16, 2009)); see infra Part IV. 

90. In re Hannaford Bros., 613 F. Supp. 2d at 117. 
91. Id. at 118–19. 
92. Id. at 120. 
93. Id. at 120–21. 
94. Id. at 122. 
95. Id. at 122–23 (“I am doubtful, first, that the ‘trust and confidence’ that the plaintiffs allege 

here is the type of trust and confidence contemplated by the Maine cases. . . . Hannaford does not have 
a monopoly on the sale of groceries and does not require the use of credit or debit cards; the customer is 
free to use cash to complete the transaction, or to shop at other grocers.”). 

96. Id. at 124 (“The plaintiffs present no Maine cases to show that Maine common law recognizes 
this claim—breach of a duty to advise customers of the theft of their data once it occurred—as a stand-
alone claim.”). 

97. Id. 
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made customers more susceptible to identity theft.98 However, the court 
refused to expand strict liability to data breach litigation.99 The court 
looked to the areas where statutory strict liability claims were available 
(such as products liability), and noted that Maine courts had limited 
common law strict liability claims to cases involving “extra-hazardous 
activities.”100 Based on these two findings, the district court declined the 
opportunity to expand the law where Maine courts had not.101 

However, the court did find that the plaintiffs’ negligence claim—at 
least in its initial analysis—survived. It rejected Hannaford’s argument that 
tort recovery was prevented by the economic loss doctrine, and thus held 
that Hannaford had no affirmative defense.102 The court noted that Maine’s 
economic loss doctrine was narrower than the recovery doctrine of other 
states because Maine limited the doctrine to barring recovery of loss of 
value of defective products in products liability actions.103 This suit was not 
for the loss of value of a product purchased (here, groceries); it was for 
damages resulting from the payment mechanism used in the transaction.104 

Lastly, the court analyzed the claim for violation of Maine’s Unfair 
Trade Practices Act,105 where the plaintiffs alleged that “Hannaford’s 
failure to disclose the data theft promptly, once Hannaford learned of it, 
was unfair and deceptive.”106 The court first noted that the Act did not 
require intent or bad faith and that “conduct may be deceptive even though 
the merchant operated in good faith or without intent to deceive.”107 It went 
on to hold that this statutory claim survived a motion to dismiss because a 
reasonable jury could find that if Hannaford had more promptly disclosed 
the breach, customers would not have used credit and debit cards at its 
stores.108 

After the court completed its analysis of the seven claims—finding that 
the allegations of breach of implied contract, negligence, and violations of 
the Maine Unfair Trade Practices Act survived—it noted that “there [was] 
an additional requirement for a lawsuit to proceed: a plaintiff must have 
suffered an injury for which Maine law will grant relief, in this case either 

 

98. Id. at 125. 
99. Id. at 126. 
100. Id. 
101. Id. 
102. Id. at 127–28. 
103. Id. at 127. 
104. Id. 
105. ME. REV. STAT. ANN. tit. 5, §§ 205-A–214 (2002). 
106. In re Hannaford Bros., 613 F. Supp. 2d at 128. 
107. Id. at 129. 
108. Id. 
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damages or injunctive relief.”109 The court then separated the plaintiffs into 
three groups: those who did not have unauthorized charges posted to their 
account, those with unauthorized charges that had not been reversed or 
reimbursed, and those with unauthorized charges that were reversed.110 

For the plaintiffs who did not have unauthorized charges posted to their 
accounts, their claims were for “emotional distress that their accounts 
might be in peril”111 and “preventive expenses and time . . . spent to resolve 
their emotional distress by protecting their accounts.”112 The court held that 
the plaintiffs’ claimed damages did not meet the Maine Unfair Trade 
Practices Act requirement that a plaintiff suffer property or monetary 
loss.113 Further, these plaintiffs did not have a viable breach of contract 
claim because, under Maine law, “[t]he general rule is that damages for 
emotional distress as a result of a breach of contract are not recoverable,”114 
and the data breach context did not fall within an exception to this general 
rule.115 These plaintiffs also did not have a claim for negligence because 
Maine law did not allow emotional harm recovery when the claims involve 
economic loss, and “the loss here [was] an economic loss.”116 The court 
then noted that its reasoning regarding preventive expenses applied to all 
plaintiffs claiming preventive expenses, and its reasoning regarding 
emotional distress applied to all plaintiffs claiming emotional distress.117 

For the consumer plaintiff with unauthorized charges that had not been 
reversed or reimbursed—there was only one individual in this category—
the court concluded that this plaintiff had suffered an injury for which 
Maine law would grant relief.118 However, the plaintiffs later stipulated that 
this individual had been reimbursed for her charges. Thus, this plaintiff no 
longer had a cause of action based on any unreimbursed, unauthorized 
charges.119 

The court then analyzed the group of plaintiffs with unauthorized 
charges that had been reversed at no expense. These plaintiffs claimed what 

 

109. Id. at 131. The court found that injunctive relief was not available, as all of the named 
plaintiffs had cancelled their cards, so credit-monitoring services would not protect them from use of 
their already-cancelled cards. Id. at 135. 

110. Id. at 131–133. 
111. Id. at 131. 
112. Id. at 133. 
113. Id. at 131–32. 
114. Id. at 132 (citing McAfee v. Wright, 651 A.2d 371, 372 (Me. 1994)). 
115. Id. at 132. 
116. Id. at 133. 
117. Id. 
118. Id. 
119. In re Hannaford Bros. Co. Customer Data Sec. Breach Litig., 293 F.R.D. 21, 24 (D. Me. 

2013). 
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the court labeled “consequential losses.”120 The court held that these 
plaintiffs could not recover any of these expenses under Maine law because 
“they [were] too remote, not reasonably foreseeable, and/or speculative 
(and under the [Unfair Trade Practices Act], not a ‘substantial injury’).”121 

For example, the court first looked at the claims for time and effort in 
reversing charges, as well as temporary inability to access money, a 
cancelled reservation, and a need to receive a family loan. It found that 
there was no way to “attach a monetary value” to these losses as required 
by Maine law.122 Regarding the overdraft fees and loan interest, these 
damages were not reasonably foreseeable, as required by Maine law, at the 
time the grocery sale occurred.123 

Next, the court held that the costs of identity theft insurance and fees 
incurred for opening a new bank account (when the bank believed a new 
account was unnecessary) were “prophylactic measure[s] chosen by the 
customer in an abundance of caution, not in the face of any meaningful 
risk, and [were] therefore too remote to qualify as recoverable damage.”124 

The court further determined that the claims of lost reward points were 
not reasonably foreseeable.125 Similarly, the plaintiffs’ inability to receive 
reward points during the process of obtaining a new card was too remote, 
as it “result[ed] from a coincidence of travel plans or a particular purchase 
that happened to fall in the precise window between accounts, and an 
apparent arbitrary unwillingness of the issuing bank to permit the 
cardholder to apply the points to the new account.”126 

Thus, the district court held that only one plaintiff had incurred 
actionable damages, and this plaintiff’s unauthorized charge was later 
reversed, making any remaining damages not actionable under Maine 
law.127 

 

120. In re Hannaford Bros., 613 F. Supp. 2d at 133–34. 
These plaintiffs claim consequential losses, however, such as overdraft fees or a bank loan to 
cover them, a fee for insisting on changing an account when the issuing bank thought it was 
unnecessary, a fee for altering pre-authorized payment arrangements, loss of accumulated 
reward points, inability to earn reward points during the transition to a new card, time spent 
in persuading the issuing bank to reverse an item or in contacting multiple pre-authorized 
payees, temporary lack of access to funds and inability to use the card, a canceled hotel 
reservation when a card was canceled, the necessity for a family loan (no interest is alleged), 
and the cost of identity theft insurance. 

Id. at 134. 
121. Id. at 134. 
122. Id. 
123. Id. 
124. Id. at 135. 
125. Id. 
126. Id. 
127. In re Hannaford Bros. Co. Customer Data Sec. Breach Litig., 293 F.R.D. 21, 23–24 (D. Me. 

2013). 
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The plaintiffs then filed a motion for reconsideration and for 
certification of questions regarding actionable damages to the Maine 
Supreme Judicial Court.128 After further briefing, the District Court 
certified two questions to the Maine Law Court:129 

1. In the absence of physical harm or economic loss or identity 
theft, do time and effort alone, spent in a reasonable effort to avoid 
or remediate reasonably foreseeable harm, constitute a cognizable 
injury for which damages may be recovered under Maine law of 
negligence and/or implied contract? 
2. If the answer to question # 1 is yes under a negligence claim and 
no under an implied contract claim, can a plaintiff suing for 
negligence recover damages under Maine law for purely economic 
harm absent personal injury, physical harm to property, or 
misrepresentation?130 

D. Supreme Judicial Court of Maine Answers Certified Questions 

The Supreme Judicial Court of Maine answered the first question by 
concluding that time and effort alone was not a cognizable injury under 
Maine contract and tort law.131 First addressing Maine tort law, the court 
cited the Second Restatement § 919(1) and held that time and effort spent 
constitute mitigation of damages only if the time and effort spent would 
constitute a cognizable harm in tort.132 

The court then noted that damages for time and effort spent in 
mitigation of intentional torts were recoverable, but that Maine law “does 
not recognize time and effort as a compensable injury in the context of the 
plaintiffs’ negligence claim.”133 Thus, the plaintiffs could not recover for 
time and effort spent in mitigating the potential effects of the data 
breach.134 Using similar reasoning, the court found that Maine law did not 
support recovery for time and effort spent under a claim for breach of 
implied contract.135 

 

128. See In re Hannaford Bros. Co. Customer Data Sec. Breach Litig., 660 F. Supp. 2d 94, 97 (D. 
Me. 2009). 

129. In re Hannaford Bros. Co. Customer Data Sec. Breach Litig., 671 F. Supp. 2d 198, 199 (D. 
Me. 2009). 

130. Id. at 201. 
131. In re Hannaford Bros. Co. Customer Data Sec. Breach Litig., 4 A.3d 492, 496 (Me. 2010). 
132. Id. at 496–97 (citing RESTATEMENT (SECOND) OF TORTS § 919(1) (1979)). 
133. Id. at 497. 
134. Id. 
135. Id. at 497. 
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E. Appeal to the First Circuit 

After the Supreme Judicial Court of Maine answered the first question 
in the negative, the district court asked the plaintiffs to show cause why it 
should not enter judgment for the defendant.136 The plaintiffs failed to 
respond, and the district court entered judgment for defendant 
Hannaford.137 The customer plaintiffs then appealed the district court’s 
dismissal of the claims to the First Circuit.138 

The First Circuit affirmed the district court’s dismissal of the claim for 
breach of fiduciary duty139 and the claim for violation of the Maine Unfair 
Trade Practices Act.140 The court then reviewed and reversed in part the 
district court’s holding that the plaintiffs had failed to allege actionable 
damages under Maine tort and contract law.141 In doing so, the court first 
made a key distinction by separating the damages claims into two 
categories: mitigation costs and non-mitigation costs.142 

The mitigation damages category consisted of the replacement costs of 
credit cards and debit cards as well as the costs of purchasing identity theft 
insurance.143 When analyzing this category, the court noted Maine’s policy 
of favoring a plaintiff’s reasonable attempts to mitigate harm, stating that 
“[t]o recover mitigation damages, plaintiffs need only show that the efforts 
to mitigate were reasonable, and that those efforts constitute a legal injury, 
such as actual money lost, rather than time or effort expended.”144 

Next, the court looked to what Maine law considered “reasonable” 
mitigation efforts, noting that “reasonableness” is determined by looking at 
the time the decision to mitigate was made.145 Then, the court considered 
whether the plaintiffs’ actions of cancelling and replacing the credit cards 
and purchasing identity theft insurance were reasonable.146 The court noted 
that the data breach had been conducted by experts, calling the breach a 
“large-scale criminal operation conducted over three months,” and a 
“deliberate taking of credit and debit card information by sophisticated 
thieves intending to use the information to their financial advantage.”147 

 

136. Anderson v. Hannaford Bros. Co., 659 F.3d 151, 157 (1st Cir. 2011). 
137. Id. 
138. Id. at 153. 
139. Id. at 157–58. 
140. Id. at 159–61. 
141. Id. at 162–67. 
142. Id. at 162 (“We draw a distinction for our analysis among plaintiffs’ various claims of 

damages between those which are best characterized as mitigation costs and those which are not.”). 
143. Id. 
144. Id. 
145. Id. at 162–63. 
146. Id. at 164. 
147. Id. 
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Similarly, the court used the fact that some banks had cancelled their 
customers’ cards as evidence that the decision to cancel one’s own card 
was reasonable.148 Further, the court found that it was foreseeable that a 
customer whose information had been accessed would replace his credit 
card and purchase identity theft insurance.149 Thus, the court held that the 
plaintiffs could recover these two types of mitigation damages—both 
involving actual financial damages—in both tort and contract law.150 

Regarding the non-mitigation damages category (including claims for 
lost rewards points and fees for account changes), the court affirmed the 
district court’s holding that Maine law barred recovery of these damages.151 

F. The Lessons of Hannaford 

The Hannaford Brothers Litigation provides an example of the likely 
obstacles that data breach plaintiffs face, even if they have Article III 
standing. State law claims—both common law and statutory—are often ill-
fit to provide the relief to which data breach plaintiffs feel they are entitled. 
The damages required under these state law claims must often directly flow 
as a consequence of the breach (such as unreimbursed charges made to the 
plaintiff’s account) or constitute some direct, reasonable, foreseeable 
expenditure to mitigate harm.152 

 

148. Id. 
That many banks or issuers immediately issued new cards is evidence of the reasonableness 
of replacement of cards as mitigation. Those banks thought the cards would be subject to 
unauthorized use, and cancelled those cards to mitigate their own losses in what was a 
commercially reasonable judgment. That other financial institutions did not replace cards 
immediately does not make it unreasonable for cardholders to take steps to protect 
themselves. 

Id. 
149. Id. at 164–65. 
150. Id. at 167. 
151. Id. 
152. See also Forbes v. Wells Fargo Bank, N.A., 420 F. Supp. 2d 1018, 1021 (D. Minn. 2006) 

(dismissing data breach plaintiffs’ negligence and contract claims because time and money spent in 
monitoring credit are not recognized damages under Minnesota state law); Hammond v. Bank of N. Y. 
Mellon Corp., No. 08 Civ. 6060(RMB)(RLE), 2010 WL 2643307, at *9 (S.D.N.Y. June 25, 2010) 
(finding that if the plaintiffs have Article III standing, their state law negligence and contract claims fail 
because the plaintiffs have not suffered any legally recognized harm); Pinero v. Jackson Hewitt Tax 
Serv. Inc., 594 F. Supp. 2d 710, 716–19 (E.D. La. 2009) (holding that data breach plaintiff’s state law 
negligence and contract claims failed because damages were too speculative or not recognized by state 
law); Ruiz v. Gap, Inc., 380 F. App’x 689, 691–92 (9th Cir. 2010) (holding that data breach plaintiff’s 
state law negligence and contract claims failed because he was unable to show that he had incurred 
actual damages under state law). 
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IV. PROBLEMS AFTER STANDING: CLASS CERTIFICATION 

A third—and, for purposes of this Note, final—issue that data breach 
plaintiffs may face is one of class certification. Even if the plaintiffs have 
Article III standing, and even if they have alleged a viable state claim, they 
may not be able to meet the class certification requirements of Federal Rule 
of Civil Procedure 23.153 

This Note analyzes Federal Rule of Civil Procedure Rule 23 in two 
parts: 23(a), providing four elements that any potential class must meet, 
and 23(b)(3), a second group of elements that data breach plaintiffs must 
meet in order to recover monetary relief for individualized damages.154 

In order to be certified as a class, the plaintiffs must first prove that the 
proposed class meets the four elements in Rule 23(a): (1) numerosity, (2) 
commonality, (3) typicality, and (4) adequacy.155 The plaintiffs remaining 
in the suit at the time class certification becomes an issue—those who have 
Article III standing and actionable damages under viable state law claims—
often form a class that meets these requirements. 

The numerosity element is met when “the class is so numerous that 
joinder of all members is impracticable.”156 Data breach cases often involve 
a leak of mass amounts of information, either all stolen at once157 or 
intercepted over a period of time,158 and thus there are often thousands to 
hundreds-of-thousands of potential class members. 159 Therefore, the 
proposed data breach class often meets the numerosity requirement. 
 

153. FED. R. CIV. P. 23. 
154. Id.; see also Wal-Mart Stores, Inc. v. Dukes, 131 S. Ct. 2541, 2557 (2011). 
155. FED. R. CIV. P. 23. 

(a) Prerequisites. One or more members of a class may sue or be sued as representative 
parties on behalf of all members only if: 
(1) the class is so numerous that joinder of all members is impracticable; 
(2) there are questions of law or fact common to the class; 
(3) the claims or defenses of the representative parties are typical of the claims or defenses 
of the class; and 
(4) the representative parties will fairly and adequately protect the interests of the class. 

Id. 
156. FED. R. CIV. P. 23(a)(1). 
157. E.g., Ruiz v. Gap, Inc., 540 F. Supp. 2d 1121, 1124 (N.D. Cal. 2008) (involving the theft of 

laptops holding plaintiffs’ information ). 
158. E.g., In re Hannaford Bros. Co. Customer Data Sec. Breach Litig., 613 F. Supp. 2d 108, 116 

(D. Me. 2009) (involving hackers that infiltrated defendant’s credit card system and accessed 
information as it was transmitted). 

159. E.g., Anderson v. Hannaford Bros. Co., 659 F.3d 151, 154 (1st Cir. 2011) (noting that at the 
time defendant merchant notified its customers of the breach, it estimated that over 1,800 cases of fraud 
had already been reported); Hammond v. Bank of N. Y. Mellon Corp., No. 08 Civ. 6060(RMB)(RLE), 
2010 WL 2643307, at *4 (S.D.N.Y. June 25, 2010) (“According to [the plaintiffs], the missing tapes 
‘contained the unencrypted Sensitive Data of approximately 12.5 million individuals.’”); Ruiz, 540 F. 
Supp. 2d at 1124–25 (noting that the laptops stolen held the personal information of approximately 
800,000 individuals). However, the number of remaining potential class members is often lower 
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However, at least one court has noted concern about the numerosity 
requirement and its application in data breach litigation. In In re Hannaford 
Brothers Company Customer Data Security Breach Litigation, the First 
Circuit found that mitigation damages were recoverable under Maine law 
and remanded the case to the district court,160 where the plaintiffs moved 
for class certification.161 The court recounted the events leading up to the 
motion for certification and defined the proposed class as “limited to 
Hannaford customers who incurred out-of-pocket costs in mitigation efforts 
that they undertook in response to learning of the data intrusion.”162 

When discussing the numerosity requirement, the court noted that the 
proposed class (estimated using bank data of cards cancelled and replaced 
following the breach) included over thirty thousand individuals.163 The 
court then voiced concern at the possible disparity between the number of 
potential class members and the number of interested class members. 
Citing In re Heartland Payment Systems, Inc. Customer Security Breach 
Litigation,164 a case in which only 290 individuals of an estimated 130 
million potential class members filed claims against a general settlement 
fund,165 the court indicated its unease that many class members may not 
possess enough interest to inquire about their claims, making any class 
award unjustly high.166 

However, the court decided that these concerns were “policy issues for 
Congress or for the Federal Rules drafters,” and that the numerosity 
requirement “concern[s] only . . . whether the class as defined is composed 
of sufficient numbers to warrant class action treatment.”167 Thus, despite 

 

(though not low enough to defeat the numerosity requirement) than the number of individuals whose 
information was stolen, as not all information accessed is likely to be used. 

160. See supra Part III.E. 
161. In re Hannaford Bros. Co. Customer Data Sec. Breach Litig., 293 F.R.D. 21, 24 (D. Me. 

2013). 
162. Id. at 24. 
163. Id. at 25. This number was calculated using bank information, where approximately 12,000 

Bank of America customers, 5,000 Discover customers, and 14,000 KeyBank customers had mitigated 
future identity theft in some way. Id. 

164. In re Heartland Payment Sys., Inc. Customer Data Sec. Breach Litig., 851 F. Supp. 2d 1040 
(S.D. Tex. 2012). 

165. Id. at 1048, 1050. Only eleven of those 290 claims filed were valid. Id. at 1050. 
166. In re Hannaford Bros., 293 F.R.D. at 26. 

I am certainly concerned that if this case proceeds as a class action, few class members will 
ultimately be interested in taking the time to file the paperwork necessary to obtain the very 
small amount of money that may be available if there is a recovery. I also note that the 
recovery of generous fees for plaintiffs’ attorneys and large cy pres awards with little money 
going to actual class members call into question the integrity of the class action process for 
resolving lawsuits. 

Id. 
167. Id. at 26. 
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the potential problems, the law today will find that most potential data 
breach classes meet the numerosity requirement. 

The commonality requirement looks to whether “there are questions of 
law or fact common to the class.”168 Data breach actions will usually meet 
this requirement, as the issues often center on whether the defendant’s 
conduct in securing the plaintiffs’ information was unreasonable.169 
Therefore, the commonality requirement is not often a major obstacle in 
data breach class certification. 

Typicality under Rule 23(a) requires that “the claims or defenses of the 
representative parties [be] typical of the claims or defenses of the class.”170 
This element is similar to commonality, and data breach plaintiffs can often 
prove this element because the class representatives’ claims are the claims 
available for all proposed class members.171 Generally, a difference in the 
amount an individual has spent mitigating the potential effects of the 
breach does not overcome a typicality analysis because the claims 
themselves are the same and the amounts do not vastly differ.172 

Adequacy of representation also does not impose a difficult burden in 
the data breach litigation context. This element looks to ensure that “the 
representative parties will fairly and adequately protect the interests of the 
class.”173 Data breach actions do not inherently impose a greater difficulty 
in meeting this requirement than other class actions—there is no higher 
likelihood that a data breach named class representative will have a 
potential conflict of interest with the class members, and there is no higher 
likelihood that a data breach class action attorney will be unable to 
adequately represent the class. Thus, other than concerns regarding the 
numerosity requirement, the elements of Rule 23(a) do not provide an 
unusual difficulty in data breach class certification. 

 

168. FED. R. CIV. P. 23(a)(2). 
169. E.g., In re Hannaford Bros., 293 F.R.D. at 27 (“Whether [the defendant’s] conduct was 

negligent or a contractual breach and whether it caused a data security breach that resulted in 
theft . . . are questions that are common among all the class members.”). 

170. FED. R. CIV. P. 23(a)(3). 
171. E.g., In re Hannaford Bros., 293 F.R.D. at 27. 

[T]he named plaintiffs here, like each member of the class, need to show that [the defendant] 
was negligent or breached an implied contract, that [the defendant’s] conduct caused the 
data breach, that the data breach affected their debit or credit cards, and that they took 
reasonable mitigating efforts as a result. The named plaintiffs are entirely typical of the class 
in those respects. 

Id. 
172. E.g., Goodnight v. Shalala, 837 F. Supp. 1564, 1583 (D. Utah 1993) (“If the alleged harm 

suffered by the Plaintiffs ‘is of the same type as the harm suffered by members of the proposed class, 
the typicality requirement is met’ even if the degree of [the plaintiffs’] harm may differ from that of the 
proposed class members.”) (quoting Smith v. MCI Telecomms. Corp., 124 F.R.D. 665, 675 (D. Kan. 
1989)). But see supra notes 161–163. 

173. FED. R. CIV. P. 23(a)(4). 
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However, the first requirement in 23(b)(3)—that “questions of law or 
fact common to class members predominate over any questions affecting 
only individual members”174—can often bar class certification for two 
reasons. First, the difference in damages for each individual class member 
often causes a court to at least hesitate before certifying a class. The data 
breach plaintiffs will claim that these variations in damages are not 
sufficient to defeat the predominance requirement.175 The data breach 
defendant will likely argue that there are individual issues of causation—
the reason an individual claimant purchased identity theft insurance or 
cancelled his credit card may not have been related to the breach.176 

If the court accepts the plaintiffs’ argument that the issue is one of 
damages, not causation, then the plaintiffs must provide some expert 
opinion regarding estimated total damages. Without this evidence, the 
plaintiffs may not be able to pass the predominance inquiry.177 

The second issue that can arise under a data breach predominance 
analysis is a choice-of-law concern. A class action involving the laws of 
multiple states with different standards of liability and types of actionable 
damages can defeat class certification.178 

A federal court sitting in diversity generally applies the choice-of-law 
approach of the state in which it sits.179 When multiple parties across 
multiple states are involved in an action, such as data breach class action, 
 

174. FED. R. CIV. P. 23(b)(3). 
175. The belief that individual variations in damages alone are insufficient to defeat class 

certification is widely accepted. See 7AA CHARLES ALAN WRIGHT & ARTHUR R. MILLER, FEDERAL 

PRACTICE AND PROCEDURE § 1778 (3d ed. 1999). 
176. E.g., In re Hannaford Bros., 293 F.R.D. at 32–33. 

Hannaford asserts . . . that individual plaintiffs may have had other motivations for buying 
insurance products or replacing a card, and that consumers purchase theft protection 
products even in the absence of a criminal data intrusion on their accounts. Thus, these 
issues that will affect entitlement to recovery, Hannaford asserts, can only be determined on 
an individual cardholder basis. 

Id. (citations omitted). The court did not find this argument persuasive, stating that it “would basically 
eliminate consumer class actions, if every consumer’s damage must be assessed individually before the 
jury.” Id. at 33. 

177. E.g., id. Furthermore, the Supreme Court’s opinion in Comcast Corp. v. Behrend, 133 S. Ct. 
1426 (2013), offers some evidence that courts are more closely scrutinizing the damages formula used 
at the class certification stage. In Comcast, the Court found that a damages formula must limit the 
calculation to only the damages caused by the theory of the plaintiffs’ case, and it must be applicable to 
all class members. Comcast, 133 S. Ct. at 1433. 

[A] model purporting to serve as evidence of damages in this class action must measure only 
those damages attributable to that theory. If the model does not even attempt to do that, it 
cannot possibly establish that damages are susceptible of measurement across the entire 
class for purposes of Rule 23(b)(3). 

Id. 
178. See 7AA CHARLES ALAN WRIGHT & ARTHUR R. MILLER, FEDERAL PRACTICE AND 

PROCEDURE § 1780.1 (3d ed. 1999). 
179. See Klaxon Co. v. Stentor Elec. Mfg. Co., 313 U.S. 487, 496 (1941). But see FED. R. CIV. P. 

17(b) (directing federal courts on what law to apply when determining capacity to sue). 
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the choice-of-law analysis will often result in the application of multiple 
states’ laws. Historically, courts often manipulated the analysis to avoid 
this result and to use only one state’s law.180 However, courts have recently 
taken a more serious look at the choice-of-law analysis because of 
constitutional due process implications. 

Due process requires that a state have “a significant contact or 
significant aggregation of contacts, creating state interests, such that choice 
of its law is neither arbitrary nor fundamentally unfair” to subject a party to 
its substantive law.181 Thus, a district court ruling on a motion for class 
certification likely cannot apply only one law to the entire action182 and 
instead must consider how many states’ laws will be implicated in the 
action and if those laws conflict183 in a way that defeats predominance.184 

If the plaintiffs can overcome the predominance issues of 
individualized damages and state law variations, then they will lastly have 
to prove that a class action is “superior to other available methods for fairly 
and efficiently adjudicating the controversy.”185 Rule 23 lists four factors to 
guide the courts’ superiority inquiry: (1) “the class members’ interests in 
individually controlling the prosecution or defense of separate actions;” (2) 
“the extent and nature of any litigation concerning the controversy already 
begun by or against class members;” (3) “the desirability or undesirability 
of concentrating the litigation of the claims in the particular forum;” and 
(4) “the likely difficulties in managing a class action.”186 

 

180. See 7AA CHARLES ALAN WRIGHT & ARTHUR R. MILLER, FEDERAL PRACTICE AND 

PROCEDURE § 1780.1 (3d ed. 1999). 
181. Phillips Petroleum Co. v. Shutts, 472 U.S. 797, 818 (1985). 
182. The Class Action Fairness Act, 28 U.S.C. § 1332(d) (2012), requires a district court to 

dismiss for lack of jurisdiction any class action in which more than two-thirds of the proposed class are 
citizens of a state where at least one primary relief defendant is a citizen. 28 U.S.C. § 1332(d)(4). 
Therefore, actions brought under the Class Action Fairness Act (which requires only minimal diversity 
and an aggregate $5 million amount in controversy) will involve parties from at least two states. 

183. See In re Welding Fume Prods. Liab. Litig., 245 F.R.D. 279, 291 (N.D. Ohio 2007) (“[T]his 
approach [of analyzing choice of law concerns in certifying a class] is necessary only if there is a true 
conflict between the laws of the different states that might apply to each plaintiff.”). 

184. See, e.g., Castano v. Am. Tobacco Co., 84 F.3d 734, 741 (5th Cir. 1996) (citations omitted) 
(“In a multi-state class action, variations in state law may swamp any common issues and defeat 
predominance. Accordingly, a district court must consider how variations in state law affect 
predominance and superiority.”). Courts oftentimes require the plaintiffs to conduct an in-depth survey 
of all implicated state laws and how they are similar enough to meet predominance or, if they are 
dissimilar, how the class can be split into subclasses in a way that meets Federal Rule 23. E.g., Barrus v. 
Dick’s Sporting Goods, Inc., 732 F. Supp. 2d 243, 254 (W.D.N.Y. 2010). 

Plaintiffs have . . . provided a summary chart . . . comparing some aspects of the various 
state laws in the jurisdictions that are implicated in this lawsuit. They have not, though, 
provided an extensive analysis, and . . . the differences in just a few of the jurisdictions leads 
[the court] to conclude that certification of the state law causes of action is not feasible. 

Id. 
185. FED. R. CIV. P. 23(b)(3). 
186. Id. 
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The superiority inquiry does not impose an unusually substantial 
barrier to a data breach proposed class, especially when considered in light 
of the four guiding factors. First, each class member likely has a small 
monetary claim, and therefore one individual has little to no interest in 
bringing his own separate action. Regarding the second and third factors, 
the Multi-District Litigation panel oftentimes will have consolidated data 
breach litigation into one action.187 Finally, if the plaintiffs have been able 
to overcome the difficulty of variation in applying multiple states’ laws, 
then the action is likely manageable enough to merit certification. 

Thus, when the plaintiffs move for class certification—if they are able 
to make it that far in the litigation—they are most likely to have difficulty 
with the predominance factor: each individual’s damages are different, and 
different states’ laws may apply to different individuals within the class. 
However, if the plaintiffs can overcome these two barriers, then their class 
will likely be certified and settlement negotiations or trial preparation can 
begin. 

V. MOVING TOWARDS A SOLUTION 

As the nation continues to store and transmit more and more 
information digitally, legislatures—state, federal, or both—must adapt the 
law to address these data breach issues.188 And indeed, change seems to be 
on the horizon with the most recent large-scale data breach garnering 
lawmakers’ attention.189 For example, there is a growing focus on the 
federal level to set standards for merchants and credit card companies in 
order to ensure that data is more securely stored.190 

Credit card companies are also addressing the data breach problem by 
strengthening the security of new credit cards they issue. Instead of using a 
magnetic strip that registers by the customer swiping the card, new cards 
will have a “chip-and-PIN” technology with a microchip holding the data 

 

187. See BALLON, supra note 5, at § 27.07. 
188. For example, the European Commission has proposed a data protection directive that is 

currently being discussed for adoption and implementation in the European Union. The directive will 
allow individuals “to demand that data about them be deleted if there are no ‘legitimate grounds’ for it 
to be kept,” will require businesses to notify authorities as soon as they learn of a data breach, and will 
require companies with more than 249 employees to hire a “data protection officer.” See EU Data 
Protection Law Proposals Include Large Fines, BBC NEWS (Jan. 25, 2012, 7:26 AM), 
http://www.bbc.co.uk/news/technology-16722229. Furthermore, businesses that fail to conform to the 
proposed rule will be fined. Id.  

189. See, e.g., Elise Hu, Lawmakers Look To Prevent More Target-Sized Data Breaches, NPR 
(Feb. 4, 2014, 9:57 PM), 
http://www.npr.org/blogs/alltechconsidered/2014/02/04/271448328/lawmakers-look-to-prevent-more-
target-sized-data-breaches; see also 160 CONG. REC. S134 (daily ed. Jan. 8, 2014) (statement of Sen. 
Leahy), available at http://www.leahy.senate.gov/download/010814privbillstatementreintroduction. 

190. See sources cited supra note 189. 
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in an encrypted format.191 This technology is only in the early stages of 
implementation in the United States because merchants have declined to 
invest in the expensive terminals capable of accepting the microchip card. 
However, with more and more large-scale data breaches occurring in the 
United States, credit card companies have undertaken a plan to incentivize 
these merchants to invest in the new microchip terminals: buy the new 
terminals or be liable for any fraudulent transactions made using the old 
magnetic strip cards.192 

This new chip-and-PIN technology, however, will not render the 
problems discussed in this Note moot. Data breaches will continue to 
occur. These new cards do not address the security of cards and 
information used for online transactions, nor do they address breaches 
involving theft of information through means other than credit cards.193 
Thus, although the move to the chip-and-PIN card will prevent some 
breaches, legislative action is still needed to address data breach litigation. 

Regarding the standing issue, a state law cannot modify Article III’s 
standing requirements.194 Federal statutes can confer standing; however, 
that statutory grant must still fall within Article III’s parameters, including 
the requirement that the plaintiff have suffered an injury in fact.195 
Congress could attempt to confer standing through a federal data breach 
statute (brought under its Article I commerce power) by clearly identifying 
the injury that constitutes the injury in fact and then defining those who are 
likely to be injured by violation of the statute.196 

 

191. Elise Hu, Target Hack A Tipping Point In Moving Away From Magnetic Stripes [sic], NPR 
(Jan. 23, 2014, 3:42 AM), http://www.npr.org/blogs/alltechconsidered/2014/01/23/264910138/target-
hack-a-tipping-point-in-moving-away-from-magnetic-stripes. This technology is widely used in Europe. 

192. Tom Gara, October 2015: The End of the Swipe-and-Sign Credit Card, WALL ST. J. (Feb. 6, 
2014, 2:03 PM), http://blogs.wsj.com/corporate-intelligence/2014/02/06/october-2015-the-end-of-the-
swipe-and-sign-credit-card/. 

193. For example, private personal information can still be accessed through hacking into medical 
databases, employer databases with employee records, or other data storage facilities. 

194. See U.S. CONST. art. VI; see also Chicago & N.W.R. Co. v. Whitton, 80 U.S. 270, 286 
(1871) (“The statutes of nearly every State provide for the institution of numerous suits . . . yet it never 
has been pretended that limitations of this character could affect, in any respect, the jurisdiction of the 
Federal court . . . .”). 

195. Lujan v. Defenders of Wildlife, 504 U.S. 555, 571–78 (1992). But, Justice Kennedy’s 
widely cited concurrence on this issue offered a suggestion:  

Congress has the power to define injuries and articulate chains of causation that will give 
rise to a case or controversy where none existed before, and I do not read the Court’s 
opinion to suggest a contrary view. In exercising this power, however, Congress must at the 
very least identify the injury it seeks to vindicate and relate the injury to the class of persons 
entitled to bring suit. 

 Id. at 580 (Kennedy, J., concurring) (citations omitted). 
196. For example, Congress could define the injury as financial loss due to mitigation of a data 

breach based on reasonable fear of identity theft and limit the class of persons to those notified that their 
information was accessed by an unauthorized party. Or, Congress could define the injury more 
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To address the difficulty in alleging a viable claim against a merchant 
for the data breach, state legislatures, or Congress under its commerce 
power, could pass substantive law to better fit the data breach context. The 
substance of those laws will depend heavily on policy preferences: 
requiring direct financial injury as a result of a breach in order to have a 
claim (and thus subordinating consumer interests in order to encourage 
merchants to continue providing credit card services), or allowing a claim 
to recover a statutory penalty simply because a breach occurred, regardless 
of whether one’s information was used as a result (subordinating interests 
in credit transactions to favor consumer protection).197 

Finally, regarding the class certification predominance issues, state law 
cannot remedy these problems unless states adopt uniform laws to address 
the data breach plaintiff’s claim. A federal statute would more easily 
remedy the predominance issues—only one law (the federal statute) would 
apply to all class members. 

CONCLUSION 

This Note has discussed difficulties a data breach plaintiff will likely 
face bringing a claim today. First, a plaintiff must have suffered an injury 
in fact sufficient to give him standing under Article III. Second, a plaintiff 
must allege a valid claim and must have incurred damages recognized 
under state law. Finally, a plaintiff must convince the court that the claims 
alleged do not vary across the states implicated in the action. 

Thus, the current state of the law is unclear on how these data breach 
actions should (or should not) proceed. Uncertainty remains as to whether a 
federal court has jurisdiction to hear the action under Article III—an issue 
that currently splits the U.S. Courts of Appeals.198 Courts are attempting to 
apply state common law to a new type of injury (identity theft and future 
risk of identity theft), which often results in more confusion than clarity. 
And, after years of overcoming these two hurdles, the plaintiffs’ case may 
be unable to survive the class certification process because common 
questions of law fail to predominate. For today, all that is certain is that the 

 

narrowly as financial loss as a direct result of a data breach, and thus only those whose information has 
been used to make unauthorized purchases would have standing to sue under the statute. 

197. However, the latter suggestion could pose problems with the standing inquiry—a question 
remains as to whether the occurrence of a breach itself, with no other showing of harm, is sufficient to 
show a cognizable injury under Article III’s requirements. 

198. As noted earlier, however, Clapper could help clarify this split if the courts find it instructive 
beyond its application to standing in FISA claims. See supra Part II. 

* J.D. Candidate, The University of Alabama School of Law, 2015. I would like to thank 
Thomas Richie for his help in establishing this Note’s topic and its contours, and Professor Carol 
Andrews for her guidance as I developed the discussion of the issues in this Note. 
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law needs to adapt to this newly emerging litigation to provide for 
consistency and efficiency in the data breach action. 

Caroline C. Cease* 
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